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Executive Summary

Information Technology Strategic Plan

This Integrated Information Technology Strategic R&tie result of ongoinggreement and consensus of
representative faculty, students, and profesali information technology staff to serve client needs within the scope
and mission of the University of Utah.

The Universityds I nformation Technology mission is (
informationand onlinesenices (2) to support the Universityédés educa
service goals, and (3) to extend University services to a diverse constituency without regard to time and place.

1)
ti

Information technology (IT) will support students andulg in the teachingndlearning; researcand discovery
processes.

Information technology will expand outreach efforts. Traditional IT focuses on transporting, processing and storing
information. This plan envisions systems and services, which wiigengur served community on a personal,
individual level.

Supporting the Mission of the University

President Young outlined an institutional vision that includes more interdisciplinary, international, and technology
transfer collaboration in academics ardearchmore student engagement and outreach, and an increased focus on
development. All of these goalsll rely heavily on robust IT resources

Theprimaryrole of IT leadersip is to ensure that Information Technology is aligned withntihgsion,vision, and
goalsof the organization it serves.

ClientFocused Plan

We will continue tcevaluate technology needs and opportunitigerms of studenfaculty and staffineeds in line

with administrative imperatives. We widbntinue tdfocus on issues @ommonconcern among the many campus
organizations, strive for consensus in addressing those concerns, and focus scarce resources to the benefit of those
we serve.

We will continue tgprovide serviceghat aredriven by eneuser expectations for increasaectess and control of IT
resourcesthedemand for simple and transparent gy the elimination of unproductive procedural and process
controls, and an increasingly sophisticated student population and staff which are unwilling to accept trailing edge
technology.

We will expand upon steps already taken to provide the means by which faculty, staff, patients, traditional and non
traditional students may customize and control their information technology environment according to their specific
personal negs.

We intend to empower, not inhibit depagnts from serving theeeds of their students, faculty and staff. We have
identified centralized technologies and services that will free departmental IT professionals to focus on the specific
needs of their stdents and faculty. We will strengthen core infrastructures that connect individual organizations to
each other, and to the broader worldwide educational arena. This will be accomplished within the context of central
coordination and local control.

Insunmary,@r | ntegrated | T Pl an i s foyrenttechnelogyto strvenristiuionson cen't
and individual s. I't is designed to (a) enhance the st



relationships, (c) improve effiency, (d) support research and the creation of new knowledge, and (e) extend
personalized services to the broader University community.

The plan focuses on addressing IT issues from the perspective of those who ultimately consume IT services
The recommedations of this plaaredrawn from:

1. A constantly evolvindJniversity IT environment;
2. Anidentification ofUniversity IT issues, strengths, weaknesses, opportunities, and threats;

3. Ongoingassessment of the needs of campugrofessionals and the faculistaff and studentshom they
serve

The plan was developed with an understanding of the distributed nature of campus IT and théocaéd of
organizations to serneir constituentsThe policies, technologies, and servicebeédmplemented in this @h
were developed through a consensual process involvingptbes of IT professionalspllege and department
representativesand the students, faculty and staff who are the ultimate consumers of campus IT.services

Core Enablers

Core Enablers areoordnatedplans, policies, infrastructure, services and processes that support end users in the
accomplishmen of t he Universityés mission.

Governance
Campus IT will be governed by committees and councils that represent the interests of academic, agministrati
research antlealth sciences organizations.

The Information Technology Executive Committee (ITEC) consists of campus IT leaders and data stewards. ITEC

prioritizes major | T projects that consuen& T mplt @&mnihmugn:
group that prepares the campus strategic IT plan for approval by ITC. They act in accordance with the Institutional
Data Access and Management Policy to ensure that the U]

serviceofte Uni versityoés mission.

The Information Technology Council (IT@ the primary IT policy and planning group on campus @ntsists of
representativeBom academic and administrative departmegointed by Deans and department heads. ITC
addresses pioy and strategic planning iges as well as the disposition fund$C receives reports and
recommendations from centralized IT organizations and ficdtnsubcommitteethataddress specialized areas of
concernsuch as distance education, access tdutishal data, and the appropriate use of student computing fees
ITC acts upon the committeecommendations, offers course corrections, and otherwise steers campus IT efforts.

The Information Technology Advisory Committee (ITA@)erates under the dation of the ITC angrovides
technical guidance to the ITC. ITAnsists of highly skilled and knowledgeable IT staff.AC focuses on
setting techrdgal standards, defining systengtwork and information/datarchitectures andevelopingoperational
best practicesITAC forms subcommittees to address specific technical issues or to address specific campus
architectural designs and plans.

Plans and Policies

Plans are developed based on our ability to (1) assess the needs of the campus comnuaviglpf23olutions to

those needs that have broad campus support, (3) justify the plan based on sound business cases, (4) define project
plans that will succeed, and (5) communicate the solutions and services to the campus community to facilitate
adoption. Evaluation of the plans and resulting projects takes place at several steps in the process, not the least of
which isthe determination of endser satisfaction with the ressilt

Policies are developed to address specific needs. The ITC focus has ideetifiosolutions to problemand to

provide support to colleges and departmenaither than to develop additioradlicies. Plicy is developed when
necessary to ensure compliance with laws, regulations and best practices, or to protect theltzssénsvefsity,
including its people.Our policies will empower, not deter the adoption of new technologies and the development of



centrally provided and distributed client services. Information Technology policies will mesh seamlessly with
official University policies.

Project/Portfolio Management

A significant number ofT projectsfail or are not completed on time because of poorly defined objectives and scope

creep The purpose of portfolio management is (1) to identify and prioritize projects, i@ritify and allocate the

resources necessary for succe$gftbmpleteprojects, (3) to complete projects on time and on budget, and (4) to

make sure that IT resources are focused on projects thatmiign h t he Uni versityds mission.

Operations Improvement

We will adopt Information Technology Infrastructure Library (ITIL) process improvement framéavionproveservice
delivery,managemengrocesses and customer servidée will focus on strengthening our disaster recovery and business
continuity plansand processed/Ve will deemphasize IT culture based on technology and increase focus on a service
orientation. This will be done through measured steps to implement new preddgssesphasis oimproving Service

Desk, Incident Management, Change Mamagnt, and Servideevel Managemerftinctions and processes.

Network Architecture, Infrastructure and Services

We will deliver core and specialized network services to every campus entity, according to their unique

requirements. The network will be contaily upgraded to ensure capacity, reliability, and redundandy

efficiency. Building wiring will be upgraded as resources allow. Infrastructure plans will continue to address the

adoption ofwireless technologgnd standardwideo services,aice ove IP, and other new technologies. These
emerging technologies and services will be integrated
become availablandas client needs are identified.

Academic and Research Infrastructure and Services
We will deliver Internet connectivity and appropriate electronic tools to every campus classroom to enhance the
teaching and learning process. This will be prioritized based on criteria established by an ITC subcommittee.

The ITC distance education subcortte will recommend infrastructure to support remote learning, electronic

classroom support, improved course management tools, video capture and streaming technologies, and any other
technology tools and met hods t hademiomogramsmpnrinpertant access t
component in this infrastructuressfficientstaff with the level of expertise necessarystgpport the academic

community.

We will coordinate with campus computing laboratories to ensure that required resources a@pé&eavairesponse
to increased mobile computing, we will test new methods to facilitate the delivery of academic software applications
to mobile computing devices, i.e., laptops.

The Uni v e r-igfiadtryciure co@mitbee will guide the improvemehnhetwork and computing resources,

including increased bandwidth to support collaborative research, a permanent data center to house critical systems

and infrastructure, and more powerful computing clusters to support research endéhearsmmittee wilalso

strive to align the Universitybés research with the nat|

Web, Applications, and Data Architecture

We will engagecreativel T expertsacross campu® develop standards for software/applications development such
that (a) applicatins may be shared across campus, and (b) data and information that iswitbatetepartments

can be consumed by other departments and enterprise managementwyse@gpropriate Through defined

policy and proceduresdainistrativeinstitutionaldata will be madeavailable to colleges and departmenteere it

is neededo accomplish the business of the University.

We will establish a task force to develop policy and procedures for the management of research data.

We will develop data warehousimgsources to make institutional data available while protecting the integrity of
valuable data resources. The data warehouse effort will also focus on the development of tools to support executive
and operational decision making (below). Also includedatadvarehouse planning should be feedback processes

to improve the integrity and reliability of the data.



Identity Management Architecture

Identity Managemerttas broad meaning, includirity) the ability to have sufficient information about clients to

provision and deprovision access to services and applications, (2) the ability to support electronic approval

processes required to automate business processes, (3) the ability to ensure the security of valuable IT assets as well
as critical and sensitive iofmation,and (4) the ability to customizentent andervices to offer clients what is

needed based on their specific identity and roles at the University. ldentity Management systems must be based on
architecture that considers the broad array of sesvand applications and the diversity of roles that are held by

users of those services and applications.

Identity Management Architecture is a critical component to ensure the security of IT resources. IT Security is
evolving to include much more théime management of access to information and resources. IT Security now
entails risk management and therefore must be proactive in understanding threats and the necessary defensive
strategies. IT Security must balance the defensive aspects of risk telateauthorized access to systems and
services with the risks associated with not providing data and information where it is needed within the campus
organization.

Unified Communications and Collaboration Architecture

We will pursue strategies that wititegrate next generatiamired, wirelessLAN, cellular networks,andcampus e
mail/calendarollabordion systems with a vision of empowering seamless voice and data communications across

all University departments serving students, faculty, staff, atidnis. Unified communicationand collaboration

architecture musincorporatehe communicatins strategies thataraea i nt egr al p-eampusandoffpeop | e 6
campus lives. IT also envisioirgegration of traditional voice and electronic commutiares with content and

service delivery systems, such as portals. This leads to the following subject.

Workplace Architecture and User Experience

Workplace Architecture comprises the interaction of other people, processes, and technology in a physical
enmvronment as individuals and teams go about their daily work. IT can play an important role in the workplace to
the extent it contributes to a good experience for the student, faculty or staff member as they accomplish their work
and school goals and objees. Although IT has typically been focused on improving efficiency in completing

routine tasks, the goal of good workplace architecture is to help workers be more effective at some of the-more non
routine task$ to learn, discover, innovate, team anade

Interacting with technology is a major component of workplace architecture; students faculty and staff are all
required to use various tools and applications to complete their work. Younger workers are demanding certain
productivity tools be available® them. Examples of technology in the workplace include search, messaging, portals,
content management, search, collaboration and othebasked, specialized applications (registration, finance, HR,
IRB, etc.). The goal of workplace architecture isilow the worker with various roles to be more effective because
information and services are delivered in context without regard to time and place.

Interacting with process is another major component of workplace architecture; students, faculty arel aftaff
required to complete certain processes to accomplish their work. The goal of workplace architecture is to improve
common processes to help the worker be more effective. Baped and online processes should be analyzed and
improvements make to m®accurately reflect the way campus members go about their work.

The goal of workplace architecture is to improve the effectiveness and experience of workers. In addition to

providing the best technologies and processes, workplace architecture must fmmdadividual attributes and

working styles (such as known generational differences in the ways technologies are used or the degree to which an

i ndividual compartmentalizes work | ife and prer.onal I i
Designing to accommodate multiple user profiles and user scenarios will make the workplace more useful to

students, faculty and staff member.

Business Process Improvement

We will study existing business processes, many of which are paper basedkandyse® improve them. The

goal of business process improvement is not to automate existing processes but to improve and sometimes replace
existing processes to better align with the goals and objectives of the institutions and the needs and reaiirements
individuals.



Business Intelligence

We will provide access to data aimformation in context to support executive and operational decision making.
Business intelligence tools organize data according to the needs of the decision maker, with the®adbaitrihe
decision maker understands what data is needed to influence his/her decisions. For example, the identification of
key metrics and performance indicators, with historical and current data, should provide the ability to track
enrollment trendand assist in making decisions that could possibly change trends. In this exasegisicn

make r could determine thimhportant data elements should incliededentsurvey resultstuition increases, labor
statistics, community demographics, etc.e3é elements could be provided to the decision maker, as charts and
graphs, dashboards, or other formats that support decision making.



Business Intelligence Decision Support Tools Business Intelligence

Trial Project: Redesign authorization processes that allow access to
student, HR, and financial administrative systems.

ORG / Department Definitions

Position Management
Automate PAN Process
New Budgeting Systems
24x7 Credit Card Procesig
Search and Taxonomy Processes
U-Market update, 24x7 Credit Card Processing
Personal Storage Strategies and Technologies
Student, Staff, Facuty, Patient and Research PPortals

Enterprise Content Management ServicesProjects
Unified Portal / Delivery System Workplace
Workplace Architecture Definition Project Architecture
Cellular Telephone Coverage
Email, Calendar, Collaboration

Next Gen Voice andCentrex Integration Unified Communications

Unified Messaging Architecture Project & Collaboration Architecture

Provisioning and Deprovisioning of Services

On-Line Campus Director

Digital Approval Methods Identity Management

Identity Management Architecture Architecture

Data Integrity Standards
Institutional Data Repository / Data Warehouse / Data Mart
Research Data Policy to Supplement Institutional Polic Web Applications and

Applications, Content and Data Architecture Data Archite cture

Applications Server Trial i Support Labs Academic & Research
Distance Learning Recommendatio Infrastructure &Services
Upgrade Building Infrastructure
Campuswide Wireless Network Infrastructure
Network Infrastructure Architecture & Services




Baseline SLAs and Metrics
Enhance Software Development/Test Environment
Develop Disaster Recovery Business Continuity Plan

Select and Implement Network & System Monitoring Tools Operations
Implement ITIL Procedures Improvement

Acquire and implement Portfolio Management Software Tools Project and
Develop Portfolio Management Strategy Portfolio Management
Regulatory Compliance
PPM On-Line

Media-on-Demand PlanResource Requirements Plans ard
Operationalize Knowledge Management Plan Policies

_
Governance

Communicate IT Issues to University Leadership



Information Technologigxecutive Committee

Chair

Stephen Hess, Chief Information Officer

Members

Kenning Arlitsch, Marriott Library

Paul Brinkman, Budget and Planning

Tim Ebner, Registrar

Julio Facelli, Director, Center for High Performance Computing

Stephen Hess, Chief Information Officer

David Huth, Director Technical Services, Office of Information Technology
Philip Johnson, Human Resources

Jim Livingston, Health Sciences ITS

Paula Millington, University Web Master, Office of Information Technology
Joyce Mitchell, School of MedicineBiomedical Informatic&hair

Joseph Taylor, Executive Drector, Administrative Computing Services
Kevin Taylor, DirectorPlanning and Policy, Office of Information Technology

Jeff West, Assodate VP Finance and Accounting



Information Technology Coundilembers

Chair

Joyce Mitchell, School of MedicineBiomedical Informatic€hair

Members

Cathy Anderson, School of Medicine

Kenning Arlitsch, Marriott Library

Edward Barbanell, Undergraduate Studies

Mark Bergstrom, Associate DegrCollege of Humanities

David Blackburn, School of Business

Paul Brinkman, Budget and Planning

Norman Chambers, Assistant VP for Administration

Thomas Cheatham, College of Pharmacy

Dean Church, Finangal Solutions

Tim Ebner, Registrar

Julio Facelli, Director, Center for High Performance Computing

Tom Fuller, Central Development Office

Carole Gassert, College of Nursing

Chuck Hansen, School of Computing

Kay Harward, Associate Vice President for Student Affairs

Stephen Hess, Associate Vice President, Officé laformation Technology
David Huth, Director Technical Services, Office of Information Technology
Philip Johnson, Human Resources

Hayl Kephart, Central Development Office

Chris Kidd, Health Sciences ITS

Helen Lacy, Director, Instructional Media Services

Gary Levy, Budget and Analysis

Jim Livingston, Acting CIO, Health Sciences ITS

Trevor Long, College of Education

Wayne McCormack, Professor, College of Law

Paula Millington, University Web Master, Office of Information Technology
Joyce Mitchell, School of Medicine Biomedical Informatics

Tony Murillo, Huntsman Cancer Institute

Ken Nye, Facilities Management

Joyce Ogburn, Director Marriott Library

Larry Okun, College of Science



Brent Park, College of Health

Jim Parker, Director, Purchasing, Assistant Vice Bident, Finance
Wayne Peay, Director, Eccles Health Sciences Library

Rita Reusch, Quinney Law Library

Stephen Reynolds, College of Social and Behavioral Sciences
Antonio Serrato-Combe, Graduate School of Architecture

Joseph Taylor, Executive DOrector, Admnistrative Computing Services
Kevin Taylor, DirectorPlanning and Policy, Office of Information Technology
Daniel Trentman, College of Mines and Earth Sciences

Jeff West, Assodate VP Finance and Accounting

Chuck Wight, Assistant Vice President for Undeaduate Studies

Mark Woodland, Marketing and Communications

Joanne Yaffe, Social Work

David Zemmels, College of Fine Arts

10



Top Issues Facing IT Leaders

Surveys and studies are conducted each year by respected academic and information technology asganization
journalists and consulting firmdAll of these trends, issues and concerns have an impact on IT and can be addressed
by IT efforts. This plardealsdirectly with some of these issues proactively and sets a idinefctr addressing

others.

Many of these issues fall under the general category of ensuring that IT efforts align with and support the mission
and vision of the University.

Educause Top 10 Current Issues

1. Funding IT

2. Security

3. Administrative / ERP / information systems
4. ldentity / access managente

5. Disaster recovery / business continuity

6. Faculty development, support, and training
7. Infrastructure

8. Strategic planning

9. Course / learning management systems
10. Governance, organization, and leadership

Chronicle of Higher Education i Emerging Trends

1. Collaboraton and consolidation among colleges and IT vendors
2. Rising competition from feprofit colleges
3. Increasing collaboration between twand fouryear colleges
4. Increasing government regulation of campus computing environments
5. Increasing identity theft, onlingtalking, and cyber terrorism
6. Increasing willful disruption of campus networks

7. New teaching and learning technologies addressing different learning styles
8. Making the CIO a cabindevel appointment

9. Increasing planning for disaster recovery

10. Increasing impet of cellular technologies

ClO Insightdéds Annual | T Survey

1. Strategy
a. Process improvement becomes a top priority
b. Web sites are made more engaging
c. Customer service is further refined
d. Business data is put to work

2. Management
a. |IT organizations keep growing
b. Managers struggle to find businessavvy technologists
c. Outsourcing growth slows
d. IT leaders struggle to demonstrate ROI

3. Security and Risk

a. Security threats and incidents increase
b. Security morphs into risk management

11



c. Compliance spurs process improvement
4. Technolgy
a. New Architectures are developed
b. Enterprise applications become less appealing
c. IT reluctantly embraces Web 2.0
d. IT professionals feel increasing dissatisfaction with vendors

Campus Computing Project Top Concerns

agrwNRE

Assuring network security and data security
Facilitating instructional integration of IT
Upgrading/replacing ERP systems

Providing user support

Financing the replacement of hardware and software

12



Situation Analysis

Background

The Campus Integrated Information Technology (IT) Pdadirected byhe campus Information Technology
Council under the authority die President of the Universityit is a working document th&bcuseson the mission
of the University anevolves to take advantage of developing technologies to meet @ag#omal and iniyidual
needs.

The management and governance of IT resources transcends the Office of Information Technology, which is but one
partner in a larger governance entity. The Office of Information Techne@logysto establish an environment in

which common ath shared information is the basis of consensual deemging. This plan represents the result

of this consensual effort. Campus organizations, which have participated in the development of these plans, include
thelnformation Technology Executive Conittee, thelnformation Technology Coungithe All Managers

Committee (department ITdeninistrators)the Information Technology Advisory Committaeh e Pr esi dent 0 s
Cabinet, the Academic Leadership Teamg the Council of Academic Deans.

This Integratedformation Technology plan is not a collection of college and departmental information technology

plans. The plan does integrate the information technology needs of departments and colleges. The plan enables
departments to pursue diverse technology gmigtin an integrated IT environment. It details core enabling

technologies, plans, and policies, which will allow colleges, departments aocdmffus entities to cosffectively,

create, share, and communi cate missibnor mati on to accompl i

Past to Present

The University of Utah was one of four original pioneers of the ARPANET eiducand research network (1969),
which evolved into the Internet as we know it todag has continued to be a leader in electronic communications
and nformation services.

As information processing changed from a centralized, mainframe environment to a distributed cof@@)ting
environment, information technology resources have developgdseproximity to thosewho are served by these
resources. Tdresult is a highly distributed computing environment staffed evtraordinarilytalented
information technology professionals.

The campus backbone network evolved to serve this distributed computing environment. It enables campus wide
collaboration,é | i ver s admini strative services, and provides ac
academic, research and service missions.

Demands on the campus backbone network have expanded to include voice, data, and video infofetatioks

that primaily served the research community now carry essential services suchadls @ministrative services

such as payroll, finance, accounting, registration, and academic services such as library services, online courses, and
access to vast resources of Werld Wide Web. Administrativepplications have expaedto includehundreds of
applications.Information technology is a central element in serving the patrons of our health sciences organizations
Every college, department, and division relies oonrimiation technology to accomplish their missions.

The demand for these applications and serv-useres i s not |
remotely access stored infoation and application® collaborate with other individugbr organizational entities

from wherever they may be Services once confined to time, place and paper are now provided anywhere and at

anyime. These electrongervices are now as essential to the core mission of the University as buildings.

Information techology ®curitycontinues to ba major issa becausgwith wide accessibilityi hac ker s o st i | |
attempt to intrudénto campus networks anformation systems, defacing web sites and compromising important
information resources. The integrity of acaderaministrative, and research data is critical to the successfully
accomplishment of the Universityés mission.
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To addr ess t oda wdrsty lehdeérshgonganizédeemntrgll@ plannind,miicy, and operations under
thecampus Chief Informatio®fficer (CIO). Administrative Computing Services, the Center foriHRgrformance
Computingnow report to the campus ClQuibrariesandHealth Sciencebave oversight for enterprisade
academicandhealth sciences content and informatiespectively These organizations coordinate their efforts

with the Office of Information Technology to provide leadership in the development of IT pldieggpand
proceduresAll of these efforts are guided by the campus Information Technology Courw!IT organizational
structure provides a framework for continued interdepartmental coordination and the integrated and centralized
management of core IT functions that are necessary to ensure efficient and secure access to communications and
information technalgy resources.

Today, the University finds itself in an environment in which higher levels of network, systdmgrmation

services and organizational collaboratiamd institutional alignmenwill be necessary to serve its mission to
support learning patient care, research and community service in a cost effective, ubiquitous and secure manner.
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Environmental Scaninternal

STRENGTHS

The campus has an excellent fiber optic and IP network infrastrubaitrprovidegigabit Ethernet speedwer the
campus backbone netwaorlSignificant investment has been made in administrative systems and application
software providing powerful centralized information resources.

The University has invested in a campunail, calendaring and collaboratisgstems thiaenhance the personal
productivity participating members of the campus community.

The Utah Education Network (UENyovides networking connectivity to all public schools, colleges, applied
technology centers and universitids. addition to making the Uwersity the primary network hub in the statiEN
provides additional expertise and support of campus systems.

The University continues to improve its ability to support research with connections to the National Lambda Ralil
and Internet 2. The Centerfeligh Performance Computing and the Super Computing Institute support a vibrant
research community.

The libraries on campus have worked to increasingly provide electronic library resootites campus and
statewide.

Colleges and departments employ eriely talented and creative IT professionals who are able to program
customized solutions to support the requirements of their cli&ten working collaboratively and developing
services based on software and data standards, their contributions aawe lbggart of campus wide IT solutions.

President Young outlined an institutional vision that includes more interdisciplinary, international, and technology
transfer collaboration in academics and research, more student engagement and outreach, aasearfaocre on
development. All of these goals will rely heavily on robust IT resources.

WEAKNESSES

Although considerably narrowedhe Universityhasits own digital divide. Some departments and colleges have
very good networksapplications, IT talengnd physical infrastructurethers do notThose that have less expertise
dondét necessarily benefit from the expertise and exper.|

Campus software and digital content standards and architectdirgtandardisave noteen fully defined so that it

is not always possible to take advantage of the considerable IT expertise that exists oratmrgpuishthe

systems, software and services that these professionals dekrelather words, capabilities developed in a
depatment, which the entire campus would benefit from having, do not always transport well from department to
department or system to system.

Distributed retwork infrastructure on campus is not managed theatfenterprise levelconverged, unified
communicatns can be delivered reliably throughout the campus.

Funding for all higher education endeavors, includingnifiativescontinues to be limitedThe ability to retain
quality IT staff is threatened by competition with commercial employers.

While significant investment goes into building, utility and IT infrastructure, a proportionate investment does not
typically occur to make sure that the full capabilities of the infrastructure are realized. Examples:

e The campus course management system, WeilsGUported by a very limited staff. WebCT is a
service that students lias extremely high in importance.

15



e The ability to capture classroom video and make it available to students exists. The demand for such
services exists and is growing. But, the humanuess necessary to provide these services is
extremely limited with no currently identified budget to expand these capabilities.

e Infrastructure hs not matured to allow shariagplicatiors and content managemesetvices.

The lack of balanced coordinatibetween centralized and departmentatéhn result in increased IT costs,
duplicated efforts, noestandards solutions, decreased sharing of creative solutions, and the inability to make data
and information useful across the enterprise.

Environmental Saa- External

OPPORTUNITIES

Campus infrastructurallows IT professionals tibcus as a teanmn organizational and individual needs. A focus

on the clienwill result in the development of integrated, muitédia networks that remove barriers to proouiyti

creativity, research, or service to the communifiere is an opportunity to coordinate wirelessvices, cell phone

use, email and next generation voice services to achieve camvjules unified communications. To accomplish

this and other goalsolébasedd i dentification, authent $ignaurenash, aut ho
be available to the campus community, both on and off campus.

The availability of odine course modules that can be shared across the Internet will thangay faculty teach
and students learn. More paper transactions are moving to the web providing students, faculty, and staff with
materials and transactions at the time and place of their choice.

Personally customized managed knowledge senaceposible and caimprove instruction and the academic
experience of our studés. Information resources che customized, individualized, and transportable.
Video/multimedia-on-demand will further enhance communications and will provide rich media cdotent
instruction and training.

The development and proliferation of Optical Networks will significantly increase bandwidth resources.

THREATS

If the University is not able to implement a comprehensive, integrated IT plan, other entities may be pregeped to
in. These may include (but are not limited to) commercial Applications Service Providers (ASPs), incumbent and
competitive telecommunications providers, libraries (local, regional, and national), and other colleges and
universities. For example, théiversity of Phoenix services 89,000 students with 20,000 participatinglineon
courses. These entities may be willing to support nontraditional and-sexded clients including faculty and
students, administration, and the research community.

Thequal ity, stability, and usefulness of the Universitydf¢
services. IT leadership muyserform a proper business cageen purchasing information technology resources.

Open standards, appropriate purchgsggulations, and strict attention to contract negotiations should result in

highly competitive and functional vendor provided solutiohsh e adopti on of fbl eeding edg
costly to the University.

It should never be the intent to néstt the purchase of products and services, which may provide specific benefit to a
college or department. However, it may be necessary to pool the buying power of campus organizations to lower
costs and improve the quality of available services.

Withouta fully functioning network, it will be more difficult for the University to attract quality faculty and

students, and maintain its position as the statebs fl a
University may lose faculty antie opportunity to recruit top students if competitive IT services are not available.
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Threats to system security require constant vigilance. Campus organizations and individuals must adopt new
security policies to ensure that University resources anpgatsmnal information of our studentaculty, staff and
patients are not compromiseftlentity theft is an increasing threat. The University must communicate these threats
effectively to the campus community.

IT industry consolidation will continue. Vilb there may be significant benefits that come through mergers and
acquisitions there also is a potential threat due to decreased competition.

The improving economic environmelmas causethcreased competition for skilled IT professionalsis howmore
difficult to attract and retain staff based on potential pay and benefit differentials.

Students have more choices regarding their education. Private and public higher education institutions are providing

distributed campuses, remote access to claaedsjch multimedia experiences. The University must maintain its
competitiveness in this area.
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Needs Assessment

Building on past studies, organizational and individual needs assessment is an ongoing process. Early assessments
focused heavily on tecbiogy and infrastructure improvements. A philosophy of viewing information technology
fromtheendtuser 6s perspective is now the primary driver of ¢
approach brings focus to the needs of students (prthép@nd existing), factyl, staff, and IT professionalsThis

does not eliminate the need for a focus on specific infrastructure improveamentsstitutional needéut clarifies

the reasons why investmeraisd improvementshould be madand new seligces should be developed.

While the intent of early needs assasnts was to assess needs for future backbone upgrades, it has become
apparent that the division between backbone, college networks (LANs) and information technology in general is, in
many repects, artificial. Consistently, endsers indicated that they perceive networks as extensions of their
computer. They desire a seamless integration of IT resources.

Student Needs

e ]

Todaybés students are fAdigit alo $tudents entef tkerUriversity tith airat t h o s
this

some have called Abirthrighto expectations. Wh at
technology that has been a part of their everyday Titeey have a digital identity that includes thegtlular
connection, text messaging, instant messagkmgaié gaming, recreation, social networkire¢c. They expect

these same capabilities be found at school, and for that matter, everywhere they go. For the University to be
successful we musigitally meet students on their terms.

1. They want all of their informatioradministrative and acadensce r v i cedestroricnitdu if 6 t o be easi
found in one selflefined, customizedlectronic location that integrates with their existing digital idgnti
They want 24x7 access tioese services from any location, wired or wireless.

2. They wantsingle starting point and a direct route to find andstgdent serviceand other functionsFor
example, astudentwould liketo see their status toward gratioa while they are choosing and registering for
classesand have the two functions interact with each other to show how selected classes impact the graduation
goal.

3. They are mobile. They want their information and services to be available from hooanpus, or when
traveling.

4. Studentsvanttheir information to be presented based on their roles at the University, i.e., their major, their year
in school, graduate or undergradudtbey want to organize and customize the information.

5. They expect classroas to be well equipped with the appropriate technology to support their academic goals.
Increasingly this means that their instructors must have be ab$e technology for several purposes, for
example, tacapture and stream class lectures and aevifihey expect electronic course materials to be
easily accessed, reliable, and integrated with other electronic services. Podcasting is quickly becoming a
Abirthrighto expectation for students.

6. When students need help with computers or networks, thay kelp to be easy to access and available around
the clock.

7. Studentsvant more odine courses and more ime support for classroom courses.
8. Students want more dine access to research and reference resources.

9. They want to | e amexperiénces and to share apiniens witd teemt 6 s
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10. More students are entering school with laptops in hand. They want to know where and how to connect (wired
and wireless).There is an increasing expectation that wireless conneatiilitipe ubiquitously avadble.
They expect that whatever mobile device they select will be supported, i.e., PC vs. Mac.

Faculty Needs

Faculty members share manytioé needs of their students. Adding to the student list of needs, faculty members
express the following:

1. They wanto focus on teaching and research. They want technology to support not hinder their goals.

2. They want assistance in developing electronic resources to support their academic strategies. They want
electronic tools to be easy to use. They want to retaitralof whether or not technology is applied to
courses.

3. They want administrative systems to be easy to use and to provide more information.

4. They want to incorporate more video resources and streaming into their courseware.

5. Instructors and researchers siimes need more bandwidth than is available to them. They are collaborating
more and moving more information.

6. They need an efficient means of communicating faculty profile information to other departments, institutions,
researchergnd potential businegartners

7. They require the ability to collect, manage, and store large amoldéda

8. They require ollaborationtools to allow interaction with students, researchers, and other fath#ge must be
capable of connecting local, national, and inteationalon-line communities (students, researchers, etc)

Staff Needs

Staff members share similar needs with students and faculty. Staff members also indicate that they need the
following:

1. Staff members want more and easier access to institutionabdata Many centrally provided administrative
functions are shadowed to provide local control and access to information.

3. Staff members would like to eliminate common, papa&sed administrative processes and use electronic
services in their place.

4, Staff members neegersonal productivity tools such esegrated calendaring and schedulssgvices. Some
need visibilityto more calendarsThey also need training to optimize the use of thesecarvi

5. Research administrators need software solattorassist themwith federal compliance issues

6. Researchers require increasing amounts of bandwidth to support collaborative research and to share computing
power (grid computing).

7. Staff members want electronic accasadministrative services, inadling Human Resources and benefits
information.

8. Staffmembersare mobile and need their mobile devices (laptops, PDAsploefies, etc.) to integrate with
other University electronic services.

IT Professional Needs

While | T prof eseriToeedslare maeaspecidlized.af f 6 t h
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9.

IT professionals need better communication among their peers.
They need professional development and training opportunities.

They need access to centrally provided services and utilities, and the ability to lowak systems and
accounts.

They need assistance in improving network and syssexaisity.

IT Staff members want better software development tools. IT staff need software development standards to
make locally developed software programs shaeeabtl their content consumable by enterprise systems.

IT professionals neegolicy enablediccess to institutional databases to provide accurate data for local
applications.

Webmasters need assistance in providing electronic, web based servitesisaxtions. They need to offer
products and electronic services with flexibility and ease.

Staff members are mobile and need their mobile devices (laptops, PDAshamsdls, etc.) to integrate with
other University electronic services.

IT professonals need ways to present the increasing amount of information content to others.

10. IT professionals need help in interpreting and understanding IT policies and regulations.

Institutional Needs

President Young outlined an institutional vision thatudes more interdisciplinary, international, and technology
transfer collaboration in academics and research, more student engagement and outreach, and an increased focus on
development. All of these goals will rely heavily on robust IT resources.

Institutional needs include basic infrastture and electronic services.

1.

All students, faculty, and staff members expect that their personal and confidential information will be managed
and stored securely.

There is a need for a formative evaluatiparformancenetrics, and ongoing assessmefgxisting processes
and business practices to guide the devalamt ofsecure ofline transactions

There is a need foreserve the integrity of institutional data and prevent and/or reduce the creation of redundant
"shasw" systems across campus

The focus on interdisciplinary academic endeavors highlights the need to share information across college and
departmental boundaries.

There is a need to prioritize whelectronicservices and functions will be the most sucaedsf 6 Net r eady d
applications that willmprove operational efficiency aradtractand retairstudents and faculty to the institution.

Demand for environmentally appropriate machine space is consistently growing. Administrative, academic and
research compintg is constrained by space availability. There is a need for a long term solution to the demand
for machine room spacéhere is a critical need forgermanentampusdata center

There is a need for improved utility infrastructure and capacity.

Thereis a need for roles based identity and position management to facilitate business process improvement.
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9. There is a need for business information and intelligence to support decision making and improve business
operations and services.

21



Plan Recommendations

The recommendations of this plan are provided within a broad context, which includes
1. TheUniversty IT internal and external environment.

2. A compilation ofindividual and institutional I'Theeds.

PURPOSE

The purpose of the Campus Integrated Informationiech o gy Pl an is to outline ficore
facilitate the devel opeedtronic transhctiamfrastrudiunes, vesoursesetvigedasd | T and
applications. These enablers include policies, processes, funding, staffing;taraldgy infrastructurand

serviced 0 support accomplishment of the UWnifivean siitdeds nmi ssi

philosophythat will allow the Universityd serve its local and gibal constituents based ontheend er 6 s
perspective ofheir needs.

MISSION
The Universityéds Information Technology mission is (]
informationandod i ne services, (2) to support the University/

community service goals, an8)) (o extend University resources to a diverse constituencputith
regard to time and place.

VISION

Information technology will empower the University to create new knowledge and communicate
information, in all of its forms, by whatever means is condut the accomplishment of the
Universt y 6 s nihesvaue ofriformationwill increasethrough its widespreadppropriate and
secureuse Information technology wikvolve to meet institional and individual needs amidll be a
valuedasset

VALUES

Wefocus on the needs and requirements of our clients.

We do not judge, but suppdhte academic intent of our clients.

Wesolve problems thrggh a consensual, collaborative, best practiapproach.
Weprovide secure, reliable access to informatard services.

Weembrace the principle of central coordination and local control.

Wer espect reasonabielexpectatiorsdd privacy.

We providehigh quality services ovenigh quality systems.

We areleaders in the adoption of information technglogand services in support of t
mission.

Wefollow through on commitments made.

We value teamwork and the contributions of the campus IT community.
We value creativity and entrepreneurial behavior.

We value solutions that save time and money.

We value open, honest communications.
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CORE ENABLERS

A sound information technology (IT) infrastructure is essential to a healthy academic organization and its ability to
fulfill its core missions of teaching, research, and service. Yet, maintainingnd Bbinfrastructure poses

interesting organizational and operational challenges. The infrastructure is largely invisible when it is working; it
has a high degree of complexity below the surface; and it must continually keep pace with new technidlegies
Information Technology Coundilelieves that to meet these challenges, Information Technology must be viewed as
a system of core enablers, which allow people to do work, to create, access, and communicate information, and to
receive services over integed IT resources.

Campus informationechnology will develofpased on endser needandwill evolve as a result of enabling
policies, processes, professional skill, targeted infrastructure investments and deliverysdérefodused services.

CoreEnaber s are a means to an end. The fAendd goal is to
faculty, staff, and studentséof f ecti vely create, share, and communicate
mission.

Governance and Communication

Governance and communication define the decision making and consensus building processes that are necessary to
support the implementation and adoption of IT services.

The Information Technology Executive Committee (ITEC) consists of campus IT leadetatarsdewards. ITEC

prioritizes major | T projects that consume | imited hum:
group that prepares this plan for approval by the ITC. They act in accordance with the Institutional Data Access and
Maragement Policy to ensure that the Universityds | T as:c
Uni versityéds mission. They communicate | T issues, sol
Universityds egecutive | eadership t

The Information Technology Council, as empowered bythiersity Presidentwill continue as the legislative
driver of IT policies and plans. The ITC will receive technical advice from the Infmm&echnology Advisory
Council, will originate carpus IT initiatives, review and approve certain budgets, and will review and approve
plans, policies, projects brought by the ITEC.

The Information Technology Advisory Committee will focus their efforts on the developmanthafecture
standards fosydems softwareand informaion/data structuresThese architecture standards, to be approved by
ITC, will improve collaboration among IT manageescourage local creativitand ensure that departmental
developments can be shared, and that resultingoboan be consumed on an enterprise level if appropriate.

The Office of Information Technology will organize and cooperate with campus IT entities to implement the
direction of the ITC.

The Chief Information Officer will report directly to the Presidefitt@ University and will participate on the

Present 6s cabinet. The CI O wil!l advance | TC recommend :

The Office of IT will coordinate with standing and ad hoc IT committees to disseminate infornolatiiver
training, and seek the input of the overall campus community.

Plans and Policy

Integrated policy, planning, and standards are key components of a successful IT strategy. IT policies must include
sustainable funding, financing, and pricing stgés. Policies must provide clear identification of roles,
responsibilities, and procedures.

Strategy and policgevelopmenprocess will beterative enduser focused. Strategies and policiésbe

developed, tested, implemented, and improved. Téwsore of quality will be the extent to which technology
supports or hinders accomplishment of the Universityos
communications, transaction and information technologies to accomplish specifid goadslfrom theassessed

needs of individuals and organizations
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Under the direction of thimformation Technology Executive Committege will implement thenstitutional Data
ManagemenPolicyt o r ef | ect t o d aacddsmicacampitimgiers/itonneand theeneed fordiccess
to institutional data.

1. We wi l |l foperationali zed knowledge management, incl uc
proper use of resources.

2. We will identify the resources that are required to support the increaseahd for media capture and delivery,
including podcasting. We will do this as a component to a more comprehensive distance learning plan.

3. We will coordinate with the Human Resourcipartment and the Office of General Coutwiimprove the
web presemttion of the University Policy and Procedures Manual.

4. We will re-focus on compliance issuessensurghat we are compliant with federal/state rules and regulations,
as well as campus policies.

Project/Portfolio Management

We will develop a strategy and thedology for the use of portfolio management systemsaemaire software tools that

will facilitate project and portfolio management. We will use these tools to manage campus IT resources and prioritize

and managan appropriate mix of IT projectsteenet t he Uni ver si tybés miWewillaose gi ven ¢
the tooldo assist in determining which organizational structures make best use of our IT professional eklpeitisthe

direction of the IT Executive Committeeewvill coordinateand prioritize enterprise level projects using these tools.

Operations Improvement

We will adopt Information Technology Infrastructure Library (ITIL) process improvement framewenktioe the

stability of core services anditoprove service delivery dimmanagement processes. We will deemphasize IT culture
based on technology and increase focus on a semi@@ation. This will be done through measured steps to implement
new processes with emphasis on improving Service Desk, Incident Managemege, Klhaagement, and Service Level
Management functions and processes.

1. We will enhance monitoring capability to improve our ability to manage potential risks and to allow proactive
identification and resolution of system problems.

2. We will continue the devefament of disaster recovery and business continuity plans and the necessary
preparation s that result from such planning.

3. We will enhance software development and testing infrastructure to ensure clean software implementations and
to support others who maneed such resources.

4. We will develop baseline service expectatiangfor critical system&nd service level agreements that define
customer service expectations. We d#élelop key performance metrics andasure our progress in meeting
them.

5. We will ensure that all campus projects are defined by a Project Plan (AppendieB)ill incorporate

projects into the project/portfolio management proc#d¥s. will focus on improving the process of estimating
and prioritizing projects and will increase acntability for project results.

Network Infrastructure and Services

Thecampusbackbone networlafrastructureshould be viewed as a strategic asset of the Univeldigy cost of the
campus backbone network has been disaggregated from charges for wphdriel services.

1. We will continue thaupgradeof the campus backbone network to providiethe growing demand for

backbone bandwidth capaci Replace aging and obsolete technologlie final phase of a 4 year plamas
completedastyear. A new theeotfive year plan will be developed, approved by ITAC and presented to ITC.
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2. We will continue taupgrade building wiring based available fundingsupport the highest possible levels of
network connectivity

3. We will continue the development of campwigle wireless LAN strategies to support campus wide

accessibility and roaming. Support the goal of H#Aubi c
wireless is defined as campwdde encrypted and authenticated wireless coverage providing persisten
connections in transit.o Wor k toward thisverdefi niti or

environment.

4. We will develop network infrastructure strategies that will enable the delivamifiédd communictons
services to the ericduser location.

Academic and Research Infrastructure

The ITC distance education subcommittee will recommend infrastructure to support remote learning, electronic

classroom support, improved course management tools, video capture and streaming techaralcgyigsother

technol ogy tools and methods that may i mprove access t
component in this infrastructure is staff expertise and availability to support the academic community.

We will coordinate with campusmputing laboratories to ensure that required resources are available. In response
to increased mobile computing, we will test new methods to facilitate the delivery of academic software applications
to mobile computing devices, i.e., laptops.

We will identify resource requirements to increase the delivery of video capture and pod casting services to support
classroom instruction

The Uni v e r-igfiadtryciire co@mittee will guide the improvement of network and computing resources,
including increasd bandwidth to support collaborative research, a permanent data center to house critical systems
and infrastructure, and more powerful computing clusters to support research endeavors.

1. We will establish long term strategies to provide data center spatlectompus entities that depend on such
facilities to accomplish their mission and include these strategies in the campus five year plan. We will specify
interim as well as long term plans.

2. We will determine the means for assessing appropriate standgeehive strategies based on business
requirements, including data criticality.

3. We will support UEN in its efforts to increase the statewide network capacity from 1 Gig to 10 Gig. We will
participate with a statewide cybifrastructure committee to tlemine whether or not research bandwidth
needs to be dedicated (not shared with other traffic) in order to guarantee availability of capacity for research
needs.

4. We will improve business continuity and disaster recovery glan®searchersWe will expandbackup
capabilities in thelata center in Richfield, Utab support researchers

Web Content and Data Architecture

Under the direction of ITC, ITAC will organize key IT professionals to identify standards that will allow software
programs and servisao be shared and interoperable across the enterprise. This will include standards that define
content and data structures that will enable data and content to be readily consumed by other departments and by
enterprise systems, such as the campus porthtontent management system. The effort will also include the
definition of applications interfaces that allow secure interaction with enterprise administrative, academic, research
and health care program%he effort will also support the enterprisentinuum which includes systems

development, test, and production environments.

1. We will establish a task force to develop policy and procedures for the management of research data.
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